Support CAcert
CAcert Client Certificate — Step by Step

This document instructs to request a certificate and prepare it to get a PKCS#12 file.
In this document | used the CAcert test system. The usage is similar to the production system.

Prerequisites:

Imported and trusted “CAcert Public Root Certificate” in the Web-Browser.
Installed certificate manager XCA http://sourceforge.net/projects/xca/
Activated account at https://secure.cacert.org
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Start XCA

At the “File” menu use “New DataBase” to create a certificate database and save it to a file. Don’t
lose your password to the new database! Or open an existing database from your filesystem.
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¢ ¥ Certificate and Key management — d x
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Private Keys Certificate signing requests Templates Revocation lists
Internal name commuoniame CA R
Mew Certificate
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Show Details
Delete
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Import PECS#7
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< >
Database: C:/Users/Steven/Documents/XCA/CertDB.xdb

Go into tab “Certificates”.
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Use “Import” to allow XCA to recognize certificates of CAcert.
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+ ¥ Certificate and Key management

File |lmport Token Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

CAcert Testserver RootiChcert Testserver Root Te
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Mew Certificate

Expart
o
Show Details
Delete
Import gl-:cs#u

Import PECS#7

Plain View

Database: T/ Users/Steven/Documents/XCA/CertDB.xdb |

Import the “CAcert Public Root Certificates” “root” and “class3” in this order.
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X Certificate and Key management

File Import Token Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

CAcert

Internal name commonMame
e f Chcert Testaerrwer Rnnt iCArert Testserver Root
New ataerver Class
Import

Paste PEM data

Rename

Delete

Export L
Transform *
Import PKCS#12

Import from PEKCSET

Delete from Security token

CA ¥
Trust
Columns 3
< >

Mew Certificate
E_xport
Impart

Show Details
Delete
Import PKC5#12

Import PKCS#7

Plain View

Databasze: Ci/Users/Steven/Documents/XCA/CertDE xdb |

Trust the imported “CAcert Public Root Certificates” in the Context Menu with “Trust”.
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Private Key

¢ ¥ Certificate and Key management — d x
File Import Token Help

Private Keys Certificate signing requests Certificates ~ Templates ~ Revocation lists

New Eey
Export
Import
Import PRX (PRCS=12)

Show Details

Delete

Go into tabs “Private Keys”.
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File |lmport Token Help

)
Internal name Type Size Use Password

Private Keys Certificate signing requests Cerfificates Templates Revocation lists

[l Import PFX (PKC5#12) Il

i Show Details |

| Delete |

Database: T/ Users/Steven/Documents/XCA/CertDB.xdb

Use “New Key” for a new Private Key.
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X Certificate and Key management 7 ~

New key %

Plaase give 3 name to the new key and select the desired keysize

Key properties

Name |5l panter @pink.org_& ]
Keytype RSA v
Keysize | 4096 bit| v

] Remember as default

| Create || Cancel

Choose a name for the new key with e.g. the intended purpose included. This name is for your
reference only.

Use a speaking name of the Key with the planned purpose, that you can identify the Key for reuse of
this purpose. Furthermore you need to select the type and strength (size) of the key that should be
generated. Currently RSA with 4096 bit is fine.

# X Certificate and Key management b4

o Successfully created the RSA private key "paul.panter@pink.org_4K’

The new Private Key is ready and...

Author: Stefan Thode Creation Date: 2015-10-16 V4



Support

CAcert

X Certrficate and Key management
File Import Token Help

Inbgn'l:l name Type Size Use Pass:
I* 1+ paul.pancerfpink.org_ 4K RSA 4096 bit 0 Commod
£ 3 :

Database: C:/Users/Steven/Documents,/ MCA/CertDBxdb

Private Keys  Certificate signing requests ~ Certificates  Templates  Revocation ksts

O b

...appears in your list of private Keys.
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Certificate Signing Request — CSR

¢ ¥ Certificate and Key management — d x
File |lmport Token Help

Private Keys Certificate signing requests Certificates~ Templates Revocation lists

Internal name commonMame Signed

MNew Request
Expart
Import

Show Details

Delete

Database: T/ Users/Steven/Documents/XCA/CertDB.xdb |

For the next step go into tab “Certificate signing requests”
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¢ ¥ Certificate and Key management — d x
File |lmport Token Help

Private Keys Certificate signing requests Certificates~ Templates Revocation lists

Internal name commeonMame Signed i 1
e MNew Request

Expart

Import

Show Details

Delete

Database: T/ Users/Steven/Documents/XCA/CertDB.xdb

Use “New Request” to create a CSR.
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Source Subject Extensions Key usage Netscape Advanced

Signing regquest

unstructurediame | |

challengePassword || |

Signing
Create a self signed certificate with the serial | 1

Use this Certificate for signing

Template for the new certificate

[default] HTTPS_cdlient

¢ X Certificate and Key management ? x
: e y TR
Create Certificate signing request ] e

Signature algaorithm SHA 256 -

Select a certificate template first and apply it, then choose the signature algorithm.
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Create Certificate signing request e
wtensions Key usage Netscape Advanced
Distinguished name
Internal name | | organizationMame | |
countryMame | | organizationalUnitMame | |
stateOrProvinceMame | | commonMame | |
localityMame | | emailAddress | |
Type Content Add
Delets
I
Private key
| paul.panter @pink. org_4K (R5A: 4098 bit) A [ Used keys too -generabe anew bey:
oK Cancel
Go into tab “Subject”.
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¢ X Certificate and Key management ? x

Create Certificate signing request ﬁ \ -.:\1

Source Subject Extensions Key usage Netscape Advanced

Distinguished name

Internal name prganizationMame | |
countryMame organizationalUnitMame | |
stateOrProvinceMame | | commonMame
localityMame | | emailAddress
Type Content [ Add
Delete

Private key

¥ | [l Used keys too | Generate a new key

Cancel

Select the Private Key to use, Insert the ,,Internal Name* and the ,,emailAddress*.

In the bottom of the dialog you can choose to select one of the existing private keys or create a new
one in case you forgot to create one before starting the CSR creation.
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¢+ ¥ Certificate and Key management

Create Certificate signing request

%5093 Issuer Alternative MName

Source Subject Extensions Key usage Metscape Advanced
¥509v3 Basic Constraints
Type End Entity ¥
Path length
Validity Time range
Mot before 2015-10-11 17:37 GMT 365
Mot after 2016-10-10 17:37 GMT Midnight

%5093 Subject Alternative Name w( email:paul @pink. org
Edit

| [ critical

Local time

7 Py

_____.-)
}-‘z N

Key identifier
Subject Key Identifier

Authority Key Identifier

Days v | Apply

Mo well-defined expiration

¥50%3 CRL Distribution Points |

[ Edt

Authority Information Access | OCSP

B |

|| Edit

ok || conc

As option, you can include Aliases into the field “X509v3 Subject Alternative Name”. Create the CSR

with “OK”.

X Certificate and Key management

XK

0 Successfully created the PKCS=10 certificate request ‘Paul Panter’

The CSR is ready.
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Signing Process

CAcert

J.'!:..L Faul Panter

¢ ¥ Certificate and Key management — d x
File |lmport Token Help
Private Keys Certificate signing requests Certificates~ Templates Revocation lists
Internal name commoniMame Signed i Rt
Unhandled

Import

Show Details

Delete

Database: T/ Users/Steven/Documents/XCA/CertDB.xdb

Select the new CSR and “Export”.
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«+ X Certificate and Key management 7 x
Certificate request export ﬁ@
Name |Paul Panter |
Fiename |L:/Daten/Cacert/Clent Certificate SbS/Paul_Panter.pem | S
PEM Text format with headers
Export Format
PeM (“ipem) |
Save the CSR to file in pem Format but with extension .csr
T Paud_Panter.pem - Hotepad - o x

File Edn Forenat View  Help
REGIN CERTIFICATE

Open the CSR in an editor, select ALL and copy the content.

Author: Stefan Thode Creation Date: 2015-10-16 V4

18



CA My Clcetorg Aocount! 0

1\5'. et feacen | h-shs.dedaccourt phiptide 5 v | & | Sagrch

Ferewifsvoeeless  Cias Emal Addwss Seaflumber Fevobed Engres Lige  Comvent®
Mg cheat cerfficales ore Curmentiy Fsted.
Froon hera you can delde panding requests . or resio walld cenicates,

Logn . By albowdng ceniificats bagin, this cenibeabe can be used bo bogin inio your account o it ps fsecme cacen oig!

Alaafl Lbs Donalione. | Ascoriaion Membarship | Privacy Folicy | Contact Ug

Open Website cacert.org and login into your account. Go into “Client Certificates” and “New”.
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Activate advanced options and insert the CSR into the text area.
Select the email-addresses and your name to include. If presented, choose the signing certificate
(only for community members with 50 AP or more) that you want your certificate signed with.

Preferably you should use the class 3 certificate option here. Enter a comment for the certificate for
future identification. “Next”
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As result the new certificate will be displayed in the browser. Use the link “Download the certificate
in PEM format” to save the certificate in the pem Format. As an alternative you can select the cryptic
blob of text below including the BEGIN/END CERTIFICATE lines for direct import using "Import (PEM)"

in XCA.
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See the certificate in “Client Certificates” and “View”.
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¢ ¥ Certificate and Key management — d x

File |lmport Token Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name cemmonMame

: ! New Certificate
w J-W Chcert Testserver Root g{.‘.ﬁcert Testserver Root

Y J.w CRcert Teatserver Class SlChcert Testserver Clasg Export
Show Details
Delete
Import PKCS#12

Import PKCS#7

Plain View

Database: T/ Users/Steven/Documents/XCA/CertDB.xdb |

Use “Import” in XCA to import the certificate result from the CA.

X Certificate and Key management by

0 Successfully imported the certificate ‘Paul Panter’

Import was successful.
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X Certrficate and Key management

= | *
File Import Token Help

Private Keys ~ Certificate signing requests ~ Certificates  Templates  Revocation bsts

.
Internal name commoniame
w .(.E. Chcert Testserver Root Chcert Testserver Root Lot
i f‘n Chcert Testserver Clas=z 3 ChAcert Testserver Class Export
| Faul Fanter Faul Panter e
Show Detals
Delete
Import PRCS#12
Import PEKCS &7
Plain View

Database: C:/Users/Steven/Documents/XCA/CenDBxdb | |

The certificate is listed below the signer certificate you choose earlier.
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Export PKCS#12 File

¥ Certificate and Key management — | *
File Import Token Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

P
Internal name commonMame ‘

Mew Certificate
v J,‘eg CAcert Testserver Root CAcert Testserver Root

e J“E“* CRcert Tesatserver Class 3 CAcert Testserver Classg

m Paul Panter  Paul Panter
W N i

o
Show Details
Delete
I|'_r‘||:lort PKCS#12

Import PKCS#7

Plain View

< >
Database: C:/Users/Steven/Documents/XCA/CertDB.xdb |
Select your new certificate and use “Export”
¥ Certificate and Key management ? >
: r—— N
Certificate export ﬁ =S )

Mame | Paul Panter |

Filename |L:‘|paten1l,Cacert'l,CIient Certificate SbS)Paul_Panter.p12 |

The certificate and the private key as encrypted PKCS£12 file ‘

Save your certificate export as PKCS#12 and
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X

X Certificate and Key management

Password @

Please enter the password to encrypt the PKCS212 file

Password Ellit.lillf |

Repeat Password | essesssess) |

[oc ] conce

...define a Password to protect your private-key from unauthorized use. This password will be asked
from you when importing this file into your browser or mail client.

You have a certificate in the PKCS#12 Format for the import into browser, email client, OS ...

Congratulations!
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